In this paper, we study the physical layer secrecy performance of a hybrid satellite and free-space optical (FSO) cooperative system. The satellite links are assumed to follow the shadowed-Rician fading distribution, and the channel of the terrestrial link between the relay and destination is assumed to experience the gamma-gamma fading. For the FSO communications, the effects of different types of detection techniques (i.e., heterodyne detection and intensity modulation with direct detection) as well as the pointing error are considered. We derive exact analytical expressions for the average secrecy capacity and secrecy outage probability (SOP) for both cases of amplify-and-forward (AF) and decodeand-forward (DF) relaying. The asymptotic analysis for the SOP is also conducted to provide more insights on the impact of FSO and satellite channels on secrecy performance. It is found that with the AF with fixed gain scheme, the secrecy diversity order of the investigated system is only dependent on the channel characteristics of the FSO link and the FSO detection type, whereas the secrecy diversity is zero when the relay node employs DF or AF with variable-gain schemes.
Introduction

Background and Motivations
Satellite systems have been widely used in navigation, broadcasting, and disaster relief due to advantage of providing service over a wide area with high data transmission rate, especially in scenarios where the wired or wireless terrestrial communication systems are not available [1] .
However, the availability of satellite signals can be often hindered by the masking effect from the shadowing and obstacles that block the line-of-sight (LoS) communication link between the satellite and a terrestrial user [2] . To overcome the masking effect of satellite communications, hybrid satellite-terrestrial cooperative systems have been developed to take advantage of the relaying technique [2] . The newly founded International Telecommunication Union (ITU-T) Focus Group on Network 2030 forecasts that the convergence of terrestrial and space networks is essential for the future generation communication system to achieve the goal of providing communication service for everyone everywhere at any time [3] . Among different terrestrial communication techniques, optical communication through the atmosphere, i.e., free-space optical (FSO) communication, has gained increasing attention due to its potential as a cost-effective and wide bandwidth solution operating within the unlicensed optical frequency band, relative to the conventional radio frequency (RF) transmission systems [2] , [4] - [7] .
The hybrid satellite-FSO cooperative system can find applications in a number of scenarios due to its advantages in terms of fast and affordable deployment, wide coverage, and high throughput. For instance, during disaster recovery, the establishment of broadband access for the disaster area is essential. If the terrestrial communication infrastructure is severely damaged, a geostationary satellite with the FSO system can quickly provide broadband communication links to a large amount of users in the disaster area. It is suggested in [8] that in a disaster scenario, transportable cooperative relaying ground stations can be deployed to provide broadband access in the disaster areas; these stations receive satellite signals and then relay the received signals to a masked destination node over the FSO link. The advantages of both satellite and FSO system enable the hybrid satellite-terrestrial cooperative system to provide broadband access with large coverage area in both cost-efficient and fast way. According to the ITU report [9] , around half of the global population remain unconnected to the Internet with most of them living in the least developed countries. Therefore, the cost-effective hybrid satellite-FSO solution also serves as a very promising technique to mitigate the digital divide in the least developing countries, which generally have inadequate optical fiber network and wireless network infrastructure [9] .
Related Works and Contributions
Resulting from the inherent nature of satellite broadcasting and its wide coverage area, satellite communications are prone to security threats. The potentially strong computation ability of the eavesdropper makes the traditional satellite communication security approach through the cryptographic protocols in the upper layers not necessarily robust [10] , hence security problem should also be addressed from the physical layer perspective by using the randomness and time-varying nature of the radio wave propagation channel [6] , [7] , [10] - [12] . It is shown through the physical layer security (PLS) theory in [13] that secure information transmission can be achieved when the quality of the eavesdropper's link is inferior to that of the legitimate link. This motivates the research of communication security from the information-theoretic perspective [6] , [7] , [10] , [11] , [14] - [17] . The secrecy performance analysis of a mixed RF-FSO system by assuming the RF link undergoing Nakagami-m fading is conducted in [6] , which is further extended to the scenario with channel imperfection in [7] . The PLS performance of a mixed RF/FSO dual-hop system is studied in [14] by assuming the RF channels following η − μ fading and the FSO link experiencing M-distributed fading. The secrecy performance of a cognitive satellite-terrestrial network is investigated in [10] , where the satellite links are assumed to experience Shadowed-Rician fading and the wireless links undergo Rayleigh fading. In [11] , the secrecy outage performance of a land mobile satellite system is investigated, where both the legitimate user and eavesdropper are equipped with multiple antennas and employ the maximal ratio combining scheme. The secrecy performance of a hybrid satellite-terrestrial relay network in the presence of multiple eavesdroppers is analyzed in [15] . It is assumed that the multiple eavesdroppers receive signals from the terrestrial networks. In [16] , the performance of robust secure beamforming for the fifth generation (5G) wireless systems operating at millimeter wave frequency and coexisting with a satellite network is studied. The secrecy performance of a cognitive satellite-terrestrial network in the presence of an eavesdropper equipped with multiple antenna is investigated in [17] , where the interference from the mobile base station is purposely introduced to enhance the security of the satellite link.
Motivated by the latest advances in physical layer security analysis [11] , [15] - [18] and the potential of the hybrid satellite-FSO system in various scenarios, we study the secrecy performance of satellite-FSO cooperative system for both the cases of amplify-and-forward (AF) and decode-andforward (DF) relayings in this paper. To the best of the authors' knowledge, the secrecy performance of satellite-FSO cooperative system has not been studied from the physical layer perspective. The conducted analysis in this paper also significantly differs from the other papers on the secrecy performance analysis of satellite-cellular or land mobile satellite systems. On the one hand, FSO propagation channel poses different propagation characteristics compared to the radio frequency links in terms of fading, turbulence, and pointing errors. On the other hand, the good directivity of FSO link ensures that the eavesdropper resort to receive signals from the satellite links while in satellite-cellular systems, the eavesdroppers are more likely to receive signals from the cellular networks since the signals from cellular networks can be stronger. The main contributions of the paper are listed as follows:
r We investigate the secrecy performance of the hybrid satellite-FSO cooperative system under AF and DF relaying strategies. The fading of the satellite link is modeled by the widely used Shadowed-Rician model while the FSO channel fading is modeled by the Gamma-Gamma distribution. Besides the fading effects of the channels, the impact of FSO pointing error and detection technique are taken into consideration in our analysis.
r Contrary to previous work on the secrecy performance of communication systems involving FSO link [6] , [7] , [12] , we derive the exact expression for secrecy outage probability (SOP) in addition to closed-form exact expression for average secrecy capacity (ASC) in the paper.
r To gain more insights on the secrecy performance of the hybrid satellite-FSO communication system, asymptotic SOP analysis of the investigated system is conducted with the secrecy diversity order being derived. The impact of the FSO detection types on the achievable secrecy diversity order is also analyzed.
Structure of the Paper
The remainder of the paper is organized as follows: In Section 2, the investigated satellite-FSO cooperative system and corresponding channel models are introduced. The secrecy capacity performance is analyzed in Section 3 followed by the secrecy outage performance in Section 4. The analytical expressions are numerically evaluated and discussed in Section 5. Finally, summary and conclusion are drawn in Section 6.
System and Channel Models
In this paper, we investigate a hybrid satellite-FSO cooperative system as illustrated in Fig. 1 . A satellite (S) sends confidential information to a masked destination node (D) on land with the assistance of an intermediate relay (R) situated on the ground. On the ground, an eavesdropper node (E) attempts to decode the confidential information sent from the satellite S. The long-distance communication link between the satellite S and the relay node R is an RF link modeled by the widely used Shadowed-Rician fading model. The short-distance terrestrial communication between the relay R and destination node D is through an FSO link and the channel fading follows the GammaGamma distribution. Moreover, it is assumed that the channel between the satellite and relay is quasi-static, i.e., slow fading, within one symbol time interval.
Satellite Communications
In the satellite communication system, the received baseband signal after downconversion at node X, X ∈ {R, E}, is expressed as where x is the transmitted signal with transmit power P s , h X represents the channel between node S and node X, n denotes the additive white Gaussian noise (AWGN) with mean zero and power spectral density N 0 , which, without loss of generality, is assumed to be the same for both links.
With the satellite links being modelled as Shadowed-Rician fading, the corresponding probability distribution function (PDF)
where
with m X representing the Nakagami parameter of the corresponding satellite link; and the parameters X and 2b X being the average power of the LoS component and multipath component, respectively. In (2), 1 F 1 (a, b, z) represents the confluent hypergeometric function of the first kind, which can be rewritten in series from the equality [19 
where (·) k denotes the Pochhammer symbol [20, p. xliii] . From (2) , it can be shown that the PDF and the cumulative distribution function (CDF), respectively, of the instantaneous SNR for the satellite links, i.e., γ X =
In (4) and (5), the average SNR
for the satellite link between satellite S and node X, X ∈ {R, E} is related to parameter F, which denotes a scaling parameter including the effects of free space path loss, antenna pattern, etc. [21] .
Terrestrial FSO Communications
For the terrestrial FSO communication link between relay R and the desired node D following the Gamma-Gamma distribution [22] . In this paper, we utilize a unified Gamma-Gamma fading distribution, which accounts for pointing errors and type of detection techniques [23] . The PDF f γ D (x) of the instantaneous SNR γ D is given as [4] 
where the parameter r specifies the applied detection type at the FSO receiver (i.e., r = 1 denotes heterodyne detection (HD) and r = 2 implies intensity modulation with direct detection (IM/DD)), the parameter ξ is the ratio of the equivalent beam radius to the standard deviation of the pointing error displacement (jitter) at the FSO receiver [6] , the parameters α and β are used to represent the severity of fading/scintillation due to the atmospheric turbulence conditions [24] 
, and, μ r denotes the average electrical SNR of the FSO link under the HD or IM/DD detections (for HD detection,
The CDF F γ D (x) of the instantaneous SNR γ D can be obtained directly from its relation with the PDF in (6) and is expressed as follows [6] :
where the notation
For simplicity, we adopt the following notations hereinafter:
Remark 1: It is worth mentioning that another widely used distribution to model the FSO link is the Málaga model [25] , [26] . However, by noticing the similarities in the distribution functions of the Málaga and Gamma-Gamma distributions, it is clear that the analytical method presented in this paper can be readily extended to the case assuming the Málaga model for the FSO link distribution.
Depending on the nature and complexity of the relaying technique, the relaying strategies can be generally classified into two categories, namely amplify-and-forward and decode-and-forward schemes [27] - [30] . In the AF cooperative protocol, the amplifying process by the relay node can be based on partial or full channel state information (CSI) of the link between the source and relay nodes, e.g., fixed-gain and variable-gain cooperative relaying, respectively [28] . In the following subsections, we derive the statistics of the equivalent end-to-end SNR from the source satellite to the desired destination node under the AF with fixed-gain relaying and DF relaying schemes.
Amplify-and-Forward Relaying With Fixed-Gain
With AF relaying, a fixed-gain is introduced by the node R regardless of the fading amplitude of the first hop. The corresponding end-to-end SNR γ AF eq at node D can be expressed as [31] 
where C is a constant for a fixed-gain relaying [31] . The CDF F γ AF eq (x) of the SNR γ AF eq can be determined by definition as follows:
which can be further extended to
Substituting (5) and (6) in (10), the CDF F γ AF eq (x), after some algebra, can be written as
Rewriting the expression 
Decode-and-Forward Cooperative Relaying
The DF based relaying system is equivalent to a series network, which implies that the capacity of the system is dominated by the worst hop. Due to the fact that the channel capacity is a monotonous function of the SNR, it is straightforward to show from a capacity point of view that the equivalent SNR γ DF eq of the hybrid system with the DF relaying protocol is given as [27] γ DF eq
The CDF F γ DF eq (x) of the equivalent SNR γ DF eq can be derived based on the definition as follows:
Substituting (5) and (7) into (14), the CDF F γ DF eq (x) can be written as
Remark 2: It should be noted that when the AF protocol with variable-gain scheme is employed and full CSI is utilized at the node R to counteract the instantaneous fading effects, the end-to-end SNR γ V eq at node D can be expressed as: [28] . In this regard, the conducted secrecy performance analysis under the assumption of the DF relaying in this paper is also valid for the scenario of AF protocol with variable-gain relaying.
Average Secrecy Capacity Analysis
Average secrecy capacity is an important metric to evaluate the security performance of active eavesdropping. In the active eavesdropping scenario, full CSI of both the main and eavesdropper channels is available to the node S, which can adapt the achievable secrecy rate accordingly [18] .
The secrecy capacity is defined as the maximum achievable perfect secrecy rate. The instantaneous secrecy capacity of the considered system is mathematically expressed as C s = max{ln(1 + γ eq ) − ln(1 + γ E ), 0} [18] . The ASC C s can be obtained from [6] 
Amplify-and-Forward Relaying With Fixed-Gain
Substituting (5) and (12) into (16), the ASC C AF s with the the relay node working under fixed-gain AF cooperative protocol can be expressed as
Utilizing the following transformations in I 1 and I 2 : 
Substituting (18) and (19) into (17), the closed-form expression of the ASC for the fixed-gain AF relaying scheme is obtained. The EGBMGF function can be readily evaluated with Matlab [32] .
Decode-and-Forward Cooperative Relaying
Substituting (5) and (15) into (16) , the ASC C DF s with the the relay node working under DF protocol or variable-gain AF protocol can be expressed as
Utilizing the similar approach in solving the integrals I 1 and I 2 in Subsection 3.1, the ASC C DF s can be given in closed-form as
Secrecy Outage Probability Analysis
The secrecy outage probability is a useful secrecy performance metric for the scenario of passive eavesdropping, where node S does not have CSI on the eavesdropper's channel [6] . The secrecy outage probability is defined as the probability that the instantaneous secrecy capacity is below a predefined threshold rate R s [33] , i.e.,
where = exp (R s ) ≥ 1.
Amplify-and-Forward Relaying With Fixed-Gain
Substituting (4) and (12) into (22), the secrecy outage probability SOP AF for the fixed-gain AF cooperative protocol can be expressed as
In order to solve the integral in (23), we make the following change of random variables (RVs): (1 + γ) − 1 = x and d x = d γ. After some mathematical manipulations, the secrecy outage probability SOP AF in (23) can be simplified as
Utilizing the following equalities: 
To solve the integral I 8 , we further express the exponential term in series using the equality:
and utilize the antiderivative 
Substituting (25) and (26) into (24), we obtain the exact expression of SOP under fixed-gain AF relaying scheme.
Decode-and-Forward Cooperative Relaying
Substituting (4) and (15) into (22), the secrecy outage probability SOP DF with the DF relaying or variable-gain AF strategies can be expressed as
The exact expression for SOP under the DF relaying can be derived by following the same procedures as in (23)- (26) . Alternatively, we present an arbitrarily accurate approximation of SOP DF in this subsection. Following the modified Gauss-Chebyshev quadrature technique [34] , the closed-form approximation for SOP under the DF or variable-gain AF relaying is given as
where w ι and t ι , (ι = 1, . . . , L ), are the weights and abscissas of the L -order polynomial detailed in [34] . Remark 3: From the derived expressions for SOP, the probability of strictly positive secrecy capacity (SPSC) can be obtained directly by setting the target secrecy rate to zero, i.e.,
Therefore, by putting R s = 0 (i.e., = 1) in the corresponding expressions for SOP, the expressions for SPSC can be directly obtained.
Asymptotic Secrecy Outage Probability Analysis
To provide more insights on the secrecy performance of the investigated system, we conduct asymptotic analysis on the SOP by considering very high values of the SNR γ R .
Amplify-and-Forward Relaying With Fixed-Gain:
We first provide the asymptotic expression
After rewriting the Meijer G-function in terms of the generalized hypergeometric function using the Slater's theorem [35] , [36] and then utilizing the relation lim z→0 p F q (a p ; b q ; ±z) → 1, the following asymptotic relation holds:
where (·) * indicates to ignore the terms when the subscript g = h . Utilizing the asymptotic expressions of Meijer G-functions in (25) and (26) and after some algebra, the following asymptotic expression for the SOP can be obtained:
In the above expressions ofÎ 7 andÎ 8 ,
and
, 
At very high SNR, the lowest power of γ R in the asymptotic expression for SOP dominates the decay of the SOP, which indicates the diversity order. Hence, by observing (31), it can be concluded that the diversity order of the investigated system with respect to γ R is min(1, 
).
Remark 4: With fixed-gain AF relaying scheme, the maximum achievable secrecy diversity order of the investigated hybrid system is 1.
Remark 5: The applied detection type at the FSO receiver can potentially have a large impact on the secrecy diversity order of the hybrid satellite-FSO system with fixed-gain AF relaying scheme. The secrecy diversity order of the system employing the HD type will be twice that of using the IM/DD type under some FSO link conditions (i.e., ξ < 1, α < 1, and β < 1). For some FSO fading conditions (i.e., ξ > √ 2, α > 2, and β > 2), the secrecy diversity order of the hybrid system using both FSO detection types will be the same and equal to 1.
Decode-and-Forward Cooperative Relaying:
While the SNR γ R → ∞ (namely λ R → 0), the SOP in (28) can be further simplified as follows:
At high SNR, it can be concluded from (32) that the asymptotic expression of SOP does not depend on the SNR γ R . This indicates a flat curve of the SOP with respect to γ R at high SNR.
Numerical Results and Discussion
In this section, we evaluate the secrecy performance of the investigated hybrid satellite-FSO system under different channel conditions for the satellite and [2] . The FSO link is modeled by a unified Gamma-Gamma fading channel for weak turbulence condition (α = 2.902, β = 2.51), moderate turbulence condition (α = 2.296, β = 1.822), and strong turbulence condition (α = 2.064, β = 1.342) [6] . For the AF relaying with fixed-gain scheme, the relay is set such as C = 1. Also, the term 'AF' specifically refers to the AF relaying with fixed gain in this Section.
Average Secrecy Capacity Performance
The impacts of the satellite and FSO channel conditions, relaying schemes, FSO detection techniques, and FSO receiver pointing errors on the ASC performance are investigated in Figs. 2(a)-2(d) . Fig. 2(a) illustrates the ASC performance under different satellite link shadowing conditions (i.e., frequent heavy shadowing and infrequent light shadowing) and FSO turbulence conditions (i.e., weak turbulence, moderate turbulence, and strong turbulence) for the considered hybrid system employing AF relaying and HD detection. It is shown in Fig. 2(a) that the ASC performance under infrequent light shadowing condition for the satellite link is significantly better than that under frequent heavy shadowing condition. This is due to the fact that severer shadowing condition for the satellite link will deteriorate the capacity performance of the hybrid system, which in return lowers the upper bound of the ASC by observing the definition of ASC. It can be also seen that the satellite shadowing severity poses significant impacts on the ASC of the hybrid system while the FSO turbulence levels have minor effects on the ASC performance of the system. This difference of impacts from the satellite and FSO link conditions is due to the small values of the fixed relay gain C in (8) , which makes the end-to-end SNR of the hybrid satellite-FSO system more dependent on the SNR of the first hop than that of the second hop. Fig. 2(b) demonstrates the ASC performance for HD and IM/DD detection techniques with the hybrid system employing AF relaying and under average shadowing satellite link condition. It can be seen that the HD detection (r = 1) provides slightly better ASC performance than the IM/DD detection (r = 2), which comes at the cost of higher level of complexity for the HD technique. Fig. 2(c) compares the secrecy capacity performance when the relay node utilizes different relaying schemes (i.e., AF with fixed gain and DF or AF with variable gain). It is observed that when the average SNR γ R is small, the performance difference between the DF and AF relayings in terms of ASC is actually small with DF relaying slightly outperforming the AF relaying. However, the AF relaying provides significantly better performance when the average SNR γ R becomes larger and surpasses some threshold. This trend results from the fact that the end-to-end SNR of the hybrid system under AF relaying is mainly dominated by the SNR of the first hop while the equivalent SNR of the hybrid system with DF relaying is limited by the worst hop.
The impact of FSO receiver pointing on the ASC performance is investigated in Fig. 2(d) by considering varying levels of pointing errors (ξ = 1 and ξ = 6.7). As expected, lower level of pointing error (i.e., larger values of ξ) implies better ASC performance for the hybrid system.
Secrecy Outage Probability Performance
The impacts of the satellite and FSO channel conditions, relaying schemes, FSO detection methods, and FSO pointing errors on the secrecy diversity and SOP are illustrated in Figs. 3(a)-3(d) . Fig. 3(a) presents the SOP as a function of the average SNR μ 2 of the FSO link with IM/DD detection technique under different target secrecy rates and relaying techniques. It is obvious from Fig. 3(a) that larger values of the target rate imply worse SOP performance. It can be also observed that the hybrid system with DF relaying outperforms that with AF scheme until the average SNR of the FSO link μ 2 increases to such a threshold that the difference becomes insignificant.
In Figs. 3(b) and 3(c), the SOP is evaluated with respect to the average SNR γ R for the hybrid satellite-FSO system under different channel conditions with AF and DF relayings, respectively. By observing the secrecy diversity with the corresponding FSO link parameters and FSO detection types in Fig. 3(b) , the diversity analysis conducted in Subsection 4.3.1 and Remark 5 is validated. It can also been seen from Fig. 3(c) that the SOP stagnates with the further increase of the SNR γ R at high values of the SNR, which reaffirms the theoretical analysis in Subsection 4.3.2. Fig. 3(d) displays the SOP as a function of the average SNR γ E of the eavesdropper link under different FSO link conditions and relaying techniques. It can be seen that under the same channel condition, the DF relay based system provides better performance when the SNR γ E is low while the opposite is true when the SNR becomes larger. 
Conclusions
In this paper, the secrecy performance of a hybrid satellite-FSO system was investigated. The exact expressions for the ASC and SOP were derived under both AF and DF relaying schemes and validated through simulations. The secrecy diversity analysis was also conducted to provide more insights on the investigated system. It is found that the satellite link conditions pose a larger impact on the secrecy performance of the hybrid system than the FSO link for both the AF and DF based systems. However, for the DF based system, the secrecy diversity is zero with respect to the SNR of the legitimate satellite link while the secrecy diversity depends on both the FSO link conditions and the FSO detection techniques for the AF based hybrid system.
